* ANCHOR D BANK +

OOBA- Out of Band Authentication and DUO MOBILE

1. You will begin with a Get Started page. This will pop up the first time you sign onto the App
after your Bank has implemented this additional safety measure.

AUTHENTICATION SETUP

Passwords are becoming increazingly easy to compromise,
They ean often be stelen, guessed, and hacked. Our new
enhanced authentication improves the security of your anline
aceounts by using your phone to verify your identity. This
prevents anyone but you from accessing your accounts, even if
they know your password.

You'll enter your username as usual, then use your mebile
device 1o verify that its you before entering your password,

LET'S GET STARTED -

Continued...



2. You will enter your 10-digit phone number, and a nickname for your device. You will see a
line to choose what type of device (Apple/Android/Windows or Blackberry). Select the
correct one, then click TEXT ME (this is the most common choice) You may be on a device
that is not able to receive a Text- and would choose CALL ME

COUNTRY
United States

FHOMNE NUMEBER
(580) 999-9999

NICKNAME
Sally's Mobile

Your device's nickname is how it will be referenced when
sigring in later or editing device settings.

SELECT ¥OUR DEVICE

F3

Can your device receive a text message? e

VERIFY DEVICE

We need to verify the setup of your davice, We can call or text a
verification code to use on the next step

TEXT ME
CALL ME
Use other mobile device or landline

Continued...



3. You will receive a text or call with a verification code. You will see a box to enter the
VERIFICATION CODE received by a notification on your device. After putting in the 6 digit
code, you will click on the green band at the bottom of the screen: VERIFY DEVICE.

AUTHENTICATION SETUR

PHOMNE MUMBER == +1 580-999-9999
MICKMAME Sally's Maobile
TEXT MESSACE ON Yes
DEVICE SELECTED s

Enter the verification code that you received below:
VERIFICATION CODE

6528490

Didn't get a message? Resend Verification Code

Enter the wrong phone number? Starl the process aver

VERIFY DEVICE =+

Continued...



4. If you are using a smartphone- you will be given the opportunity to download DUO MOBILE

AUTHENTICATION SETUR

Due Mobile is an application that runs en your phone and helps
wou authenticate, Withaut it you'll still be able to log in using a
phone call or text message, but we strongly recommend that
wou use Dea Mabile to authenticate quickly and easily.

WHY USE DUO MOBILE?

+ It's fast &amp; easy — one click Approval/Denial
« Warks in any country

+ Doesn't require cell service

IMSTALL THE APP
Select \V'User Due Mobile\" and recelve twa text messages:

1. THE FIRST MESSAGE WILL CONTAIN A LINK TO INSTALL
THE DUD MOBILE APF. PLEASE CLICK THE LINK TO INSTALL
THE APP.

2. THE SECOMD MESSAGE WILL COMTAIM & LINKE TO
ACTIVATE YOUR ACCOUNT. PLEASE CLICK THE LINK TO
ACTIVATE YOUR ACCOUMT IM THE DUD MOBILE APF:

UsSE DUO MOBILE

SKIP THIS STEP =

Continued...



5. If you choose to download the app, you will receive 2 links via text to download and verify
the app. By downloading the DUO Mobile App- your OOBA verification/Approval will be
one click. (no code, text, etc.) It will be quick and easy.

Download Mobile App: http://

m-03bde0b6.duosecurity.com

To activate the app, click %

and open this link with Duo
Mobile: https://m-03bde0b6
.duosecurity.com/android
/Vih73T1N4nJSqzKuTiK5d 4

6. Once it is verified- you will get a DUO MOBILE SCREEN.
This Screen allows you to choose MOBILE APP PUSH

Continued...



AUTHENTICATE

For added security we have enabled Multi-Factor
Authentication (MFA) for our users.

SELECT A DEVICE

DEVICE
Sally’s Mobile

CONFIRM VIA

We need to confirm that you have access t
device by sending a passcode via a thifd-party application or

via text message, or we can cg device.

O] 0" || &
Mobile App Passcode

Phi all
Push via Text oneCal

ENTER PASSCODE

Enter the passcode from the Duo mobile app
Choose to receive a one-time passcode via text

I & DUO MOBILE \
now

Login request
Login request: 1836 Auth API

For added security we have enabled Multi-Factor
Authentication (MFA) for

SELECT A DEVICE

DEVICE
Sally's Mohile

CONFIRM VIA

7. Once you click on the Mobile App Push- you
will receive a Login Request from Duo Mobile- and will be able to click it. If you miss it- go
to your notices- and click on the Login Request from Duo Mobile  Continued...



8. The Login Request Screen will appear- and once you press Approve- you are ready to
complete your transaction!

ANCHOR D
“BANK-

Anchor D Bank
1836 Auth API

o
~

sallysmith

11:49:49 AM CST
March 8, 2021

9. To exit from OOBA- Customer will need to swipe gently- to show all their other open
pages/windows on their device and click on the ADB Mobile App Screen. (DUO will cover
that screen- so you need to retrieve the ADB Mobile page- to continue your inquiry or

transaction) OR once the DUO MOBILE PUSH is approved- you will see a tiny Anchor D,
press the arrow to the left of this.

8:37 4

< Anchor D 4

Edit myge + =

Continued...



This will take you to the REVIEW THIS PAYMENT screen (you already submitted this that is

why the is “grayed out”). The screen will automatically switch to the SUCCESS
Screen with your Confirmation Number. You may now close. Your transaction is complete.

REVIEW THIS PAYMENT

SUCLESS

FROM

are Toslay Wi payTrand han beon poheduled Fou cam craale
HOTE Tt i I

TOTAL 29,00

ADD OTHER DEVICES (this may be done on the INITIAL set up) If you would like to add
another device later- Please contact the Bank and they can CLEAR and RESET your OOBA,
and you can start over again. (just takes a few seconds!)

1. To add other devices- you will click ADD ANOTHER DEVICE. This is the screen that pops
up at the end of the initial OOBA set up.

Continued...



AUTHENTICATION SETUP

Congratulations! You have finished the enroliment
process. Now let's set up some notifications to help
keep you up on top of your accounts and money.

You can also add another device at this time.

ADD ANOTHER DEVICE

COMPLETE SETUP

2. You MUST make sure the other or new device you want to add- is present. Add the new
device phone number and you can nickname it. (Nicknames are important- if you have

more than one device) In addition you will choose what type of device and press TEXT
ME.

Continued...



AUTHENTICATION SETUP

COUNTRY
United States

PHONE NUMBER
(123) 556-7890

NICKNAME
Sam’s Phone

Your device's nickname is how it will be referenced when
signing in later or editing device settings.

SELECT YOUR DEVICE
r- -3
-1 i 2 :]

Can your device receive a text message?

VERIFY DEVICE

We need to verify the setup of your device. We can call or text a
verification code to use on the next step

3. OOBA- will send a verification CODE to the device you are adding- and you will need to
place the code in the box on your current device to verify it is ok to add the new one.
Once accepted- you may choose DUO MOBILE for the new device and follow the steps
above. (#4 through #9). The 2 texts to add the DUO MOBILE will appear on the new
device. (You can add the APP to the new device and activate it.) Now you have both
devices set up with OOBA and may choose which device you want the Verification Code
sent to when you are in your Mobile App and OOBA Authorization is required.

4. The next time you are asked to use OOBA/ Authenticate — you will be given a choice to
SELECT A DEVICE with a dropdown Box- Click on the down arrow to open and you will

have all your devices listed.
Continued...



AUTHENTICATE

For added security we have enabled Multi-Factor
Authentication (MFA) for our users.

SELECT A DEVICE

DEVICE C%

PHONE NUMBERS

Sally’s Phone
XXX-XXX-2655

Sam’s Phone
XXX-XXX-2485

The device you choose will receive the Authentication/Verification Code or the DUO
MOBILE PUSH Screen to send a MOBILE PUSH for OOBA authorization.

Problems or Questions? Please Call:

580-423-7541 Texhoma
580-349-2300 Goodwell
580-338-1000 Guymon
806-644-1300 Spearman



